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IMOJIOXKEHUE
110 OpraHU3AIMH U MTPOBEACHUIO PabOT M0 00ECTICUCHHIO OE30TTaCHOCTH 3aIUIIIAeMOM
nHpOpMaINH, HE COJepKalIei CBEICHNS, COCTABIIONINE TOCYIapCTBEHHYIO TaiHYy, MpH €€
00paboTke B nH(pOpMaAITMOHHBIX cucTeMax OY

1. OBLIMUE NOJOXEHUA

1.1 Hacrosmee [lonokeHue mo opraHu3aiiid ¥ MPOBEACHHUIO padOT Mo 00ECTICUeHUIO
0€30MacHOCTH 3aluiiaeMoil uHbopManuu, HE COJEp)Kalleil CBEIEHMS, COCTaBJISIONINE
roCy/lapCTBEHHYIO TailiHy, npu e€ o0paboTke B MH(GOPMALMOHHBIX CHCTEMax opraHa (mamee —
[Tonoxxenune) pazpaborano B cooTBeTcTBUH ¢ DenepanbHbIM 3aKk0HOM OT 27 utofist 2006 r. Ne149-
®3 — «O6 wunbopmaruu, WHPOPMAIMOHHBIX TEXHOJIOTHSX W O 3aluTe HHOOPMAIUW,
®enepanbHbiM 3akoHOM OT 27 wuronss 2006 r. Ne 152-®3 «O mnepcoHaIbHBIX JTaHHBIX»,
nocranoBieHueM [IpaButenbctBa Poccuiickoit @eneparuu ot 1 HosiOpss 2012 r. Ne 1119 «O6
YTBEP)KJICHHH TPEOOBAaHWUN K 3allWTe TEPCOHAJIBHBIX MJaHHBIX MpU HX 00paboTke B
MH(OPMALIMOHHBIX CHUCTEMaX IEepPCOHANBHBIX HaHHBIX», IOCTaHoBIeHHeM [IpaBuTenbcTBa
Poccuiickoit ®enepanun ot 21 mapra 2012 r. Ne2l11l «OO6 yTBepKICHHH TIEpEYHsI Mep,
HaIpaBJICHHBIX Ha o0ecrieueHne BhIMOIHEHHs 00sS3aHHOCTEH, npeaycMoTpeHHbIX DenepaabHbIM
3aK0OHOM «O TMEepCOHATIBHBIX JAHHBIX» U MPUHATHIMU B COOTBETCTBUU C HUM HOPMATUBHBIMU
MIPaBOBBIMU aKTaMH, ONEPATOPAMH, SBISIOUIUMUCS TOCYAAPCTBEHHBIMH WU MYHUIIUIAIbHBIMU
opraHammu, mpuka3zom deepalibHOM CI1yKObI [0 TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJIIO OT 18
despanis 2013 r. Ne2l «O6 yrBepxkaenun CoctaBa H conepkaHusi OpraHu3alliOHHBIX U
TEXHUYECKUX Mep Mo obecreueHnto 0e30MacHOCTH MEePCOHANBHBIX JAHHBIX MPU UX 00paboTKe B
MH(OPMALIMOHHBIX CUCTEMaX IMEPCOHANBHBIX NAaHHBIX», MpukazoM DenepanbHON CIyXObI MO
TEXHUUYECKOMY M 3KCIOPTHOMY KOHTpouito oT 11 deBpans 2013 r. Ne 17 «OO6 yrBepx’aeHUU
TpebGoBanuit o 3ammre uHGOPMALMU, HE COCTABISIONIEH TOCYIApCTBEHHYIO TaiiHy,
coJieprKalieiicss B rocyAapCTBEHHBIX HHPOPMAITMOHHBIX CUCTEMAX).

1.2. Hens pazpabotku HacTosmero [lojgoxeHus: — ycTaHOBJICHHUE TIOPSIKA OPTaHU3AINH U
IpoBeieHus paboT Mo o0ecrneyeHnto 6e30M1acCHOCTH 3allMiaeMoil nHpopMalnu, He coAeprKalien
CBEIICHUSI, COCTABIIAIONINE TOCYIAPCTBEHHYIO TaiiHy (fnanee — 3amuiraeMas uHGopMaius,
uHpopmanus), B uHGopMaroHHbIx cucreMax (manee — HMC) OY Ha Bcex craausx (dTamax)
co3nanus MC, B Xxoze ee dKCIuTyaTalluy ¥ BbIBOJA U3 HKCILTyaTalluH.

1.3. PykoBoiuTens BEAOMCTBA HECET MEPCOHANBbHYI0O OTBETCTBEHHOCTh 3a OOecreueHue
nH(OPMAIIMOHHON OE30MMaCHOCTH BEIOMCTBA.

1.4. K 3ammmaemoir uHdopmarum, oOpabarbiBaemoit B MC opraHa. OTHOCHUTCS
cienyromias nHGOpMAaIIHs:



- NepCcoHaNbHBIE JaHHBIE, coAepXkampecs B HHPOPMAIMOHHBIX CHCTEMax
IIepCOHANbHBIX JaHHbIX OV

- uHpoOpMalMsi, HE COAEpKallas CBEAEHHs, COCTaBIIOLINE TI'OCYIapCTBEHHYIO
TaifHy, CO/IepIKaIIasiAcs B TOCYyIapCTBEHHBIX WH(POpMAMOHHBIX cucTeMax OY.

2. TEPMUHBI 1 ONTPEJAEJIEHUSA

2.1. B nactosimem I[lonoxenun ucnosnib3yrores ciaeayomue Tepmunbl u HX onpenenenus:

NudopmanmnonHasi cucreMa — COBOKYIHOCTh COJAepXKaluxcsd B 0a3zax JaHHBIX
nHpOpMaIUY 1 00eCIIEUNBAIONINX €€ 00padOTKy HH(POPMAIIMOHHBIX TEXHOJIOTHIA U TEXHUYECKUX
CPEICTB.

Kondupenunanbnocrs uHpopmauum — o00s3aTelabHOE AJs BBINOJHEHUS JIULIOM,
MOJIYYUBIIUM JIOCTYH K ONpeJesieHHON uH(popMmanuu, TpeOoBaHHE HE IEpelaBaTh TaKYIO
nH(pOpMaLIKIO TPETHUM JIUIaM 0e3 corjacusi ee oOaanaTens.

HecankumoHupoBaHHbIH J0cTYNn (HECAHKIIMOHUPOBAaHHBIE JEWCTBUS) —JIOCTYNl K
nH(popMaluy WK AeUCTBUA ¢ HH(OpMalKel, HapylIaou[ie IpaBuiia pa3srpaHUueHus JIOCTYIIA C
HCIO0JIb30BAHMEM IITATHBIX CPEJCTB, MPEAOCTABISAEMbIX HHPOPMAIIHOHHBIMH CUCTEMAMH.

Oo6padoTrka undopmanum — aeicTBus (omeparyu) ¢ wHbOpMaluei, BKiIrovas coop,
3amuch, CUCTEMATHU3AIMIO, HAKOIJIEHWEe, XpaHEHWe, yTouyHeHue (OOHOBIEHWE, W3MEHEHHE),
U3BJIEYEHHE, UCIOJb30BaHUE, TNepenady (pacnpocTpaHEHHe, MpeloCTaBlIeHue, JOCTYII),
OJI0OKMpOBaHUE, yAalleHUe, YHUUTOXKEeHHEe HH(DOPMaLIUH.

Omneparop — rpaxJaHuH WK IOPUAUYECKOE JIULO, OCYUIECTBISIONINE AESITEIbHOCTh 110
JKCIUTyaTallud  MH()OPMAIIMOHHOW CHCTEMBI, B TOM 4YHCIe TO 00paboTke wWHPOpPMAIINH,
coaepxarieiics B e€¢ 0Oa3ax JaHHBIX. B ciydae 00pabOTKM TEPCOHAIBHBIX JAHHBIX IO
OTepaTOpOM MOHMMAETCSI TOCYAAPCTBEHHBIM OpraH, MyHUIIMTIAIbHBINA OpraH, IOpUINYECKOEe UITH
(buznyecKoe JNI0, CAMOCTOATEIHHO UM COBMECTHO C APYTMMH JIMLIAMU OpraHu3yrolue u (1in)
OCYILIECTBIISIONINE 00pabOTKY MEPCOHANBHBIX IaHHBIX, a TAKKE OMPEeNISIoIINe el 00paboTKU
MEePCOHANBHBIX JAHHBIX, COCTaB MEPCOHAJBHBIX JAHHBIX, MOJUIeXKAIIUX 00paboTKe, NEeHCTBUS
(omepanuu), cCOBepIIaeMbIe C IePCOHATbHBIMU JAHHBIMU.

Texnuyeckue cpeacrsa MHPOPMAUMOHHOW CHUCTEMbI — CPEJICTBA BBIYUCIMTEIBHOMN
TEXHUKH, HH(POPMAIIMOHHO-BBIYUCIUTEIbHBIE KOMIUIEKCHI W CETH, CPEACTBA U CHUCTEMBI
nepenaud, mnpuemMa u oO0paboTku wuHPOpManmu (CpeacTBa M CHUCTEMBI 3BYKO3AIIWCH,
3BYKOYCHJICHUSI, 3ByKOBOCIIPOU3BEACHHUS, IEPETOBOPHBIE TEIIEBU3MOHHBIE YCTPONUCTBA, CPENICTBA
W3TOTOBJICHUS, THUPAXHUPOBAHUS NTOKYMEHTOB W Jpyrue TEXHHUYECKHe cpeacTBa oOpaboTku
pedeBoi, rpaduueckoi, BIIe0- U OYKBEeHHO-IIM(POBOil nH(OpMaIINK), TPOTPAMMHBIE CPEACTBA
(omepalMoOHHBIE CHUCTEMbI, CUCTEMBbl YMpaBlieHUs Oa3aMH JaHHBIX U T.I.), CPEACTBA 3alIUTHI
uHpOpMaIUN).

IlepconasibHble qaHHBIe — Mt00as MHGOPMAIUS, OTHOCAIIASACSA K MPSMO U KOCBEHHO
OTIpeIeIEHHOMY, WU onpeensieMoMy GU3NYECKOMY JHIMY (CYOBEKTY MepCOHABHBIX JaHHBIX).

MMoab30BaTessb  MHPOPMALMOHHOM  CHCTEMBI —  JIMIO, Yy4YacTBYylHOUIIeEe B
(GYHKIIMOHUPOBAaHUM MH(POPMAIIMOHHOM CHUCTEMBl WM HCIOJB3YIOIIee pEe3yabTaThl ee
(YHKIIMOHUPOBAHMSL.

CpencTBa BbIYHCIUTEIbHOI TEXHUKH — COBOKYITHOCTh NMPOTPAMMHBIX U TEXHUYECKHUX
AIIEMEHTOB CUCTEM 00pabOTKH JaHHBIX, CIOCOOHBIX (PYHKIIMOHUPOBATH CAMOCTOSITEIHHO WIH B
COCTaBe JPYTUX CUCTEM.



Yrpo3bl 0e30macHOCTH HHGOPMAIMH — COBOKYIHOCTh YCIOBHH M (DaKTOpOB,
CO3JAIOIIMX ONACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM 4YHCIIE€ CIIy4allHOTO, JOCTyna K
nHpOpMAILINH, Pe3yabTaTOM KOTOPOTO MOXKET CTaTh YHHMUYTOXKEHHE, U3MEHEHHE, OJIOKHPOBaHHE,
KOIUPOBAHUE, PACIIPOCTPaHEHHE HH(POPMAIHH, a TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX JICHCTBUN
pu ee 00paboTke B MHPOPMAITMOHHOHN CHCTEME.

YHuurTokeHue HMHPOPMALMM — JEHCTBUSA, B pE3yIbTaTe€ KOTOPBIX CTAHOBUTCS
HEBO3MOXHBIM BOCCTAHOBHUTH COJIEpKaHHE MHPOPMAIUK B HH(OPMAIIMOHHOW cHCcTeME | (MITH) B
pe3ybTaTe KOTOPhIX YHHUTOXKAIOTCS MaTepUaIbHBIE HOCUTENN HH(POPMAITIH.

YpoBeHb 3alMIEHHOCTH TEPCOHAJBHBIX [JaHHBIX — KOMIUIEKCHBIM II0Ka3aTelb,
XapaKTepU3yloIUi TpeOOBaHUS, WCIOJHEHHE KOTOPbIX oOOecrnedynBaeT HEHTpaIu3aluio
OTpEJIENIEHHBIX yrpo3 0€30MacHOCTH IEPCOHANBHBIX JAHHBIX NpU HUX 00paboTke B
MH(OPMALIMOHHBIX CHCTEMAX MEPCOHATbHBIX JaHHBIX.

HesocTHOCTH, MH(pOPMANUKM — CTIOCOOHOCTH CPEACTBA BBIYUCIUTEIHLHON TEXHUKU WIIU
MH(OPMaLMOHHON CUCTEMBI 00ecTIeYMBaTh HEM3MEHHOCTh MH(POPMAIMH B YCIOBHSIX CIIy4allHOTO
H (W1n) npeJHaMepEeHHOT0 UCKaKeHUs (pa3pyLIeHus).

3. IOPAAOK OPTTAHU3ALIUUAII ITPOBEAEHUSA PABOT 11O
OBECHHEYEHUIO BE3OITACHOCTH HH®OPMAIIUN

3.1. Ilox opranuzanueit odbecreueHrs 0€30MACHOCTH 3alllUMIIaeMON HHPOPMAIUK TIPH €€
o6pabotke B C monumaercs (popMupoBaHUe U peain3aliisi COBOKYITHOCTH COTJIACOBAaHHBIX TIO
e, 3aJadaM, MeCTy M BPEMEHHM OpPraHM3alMOHHBIX M TEXHUYECKUX MEpPONPUITHUH,
HaNpaBJICHHbIX HAa MHUHUMU3ALMIO yiiepOa OT BO3MOXKHOM peanus3aluu yrpo3 0e30MacHOCTH
3amuiaeMon  MHQGOpMalMK, peaJu3yeMbIX B paMKaX CO3/1aBa€MOM CHUCTEMBbl 3allUTh
nndopmaruu (ganee - C3N).

3.2. C3U BxirovaeT B ce0s1 OpraHu3aiMOHHbIC U (MJIH) TEXHUYECKUE MEPBI, OTIPEIeTICHHBIC
C YYETOM aKTyalIbHbIX Yrpo3 0€30MacHOCTHU 3alluiliaeMoil HHPOPMAIUK, YPOBHS 3alUIIIEHHOCTH
nepcoHanbHbIX JaHHbIX (manmee - II/lH), koTopelii HeoOxoaumo oOecHeunTh, Kiacca
3AIIMINEHHOCTH TOCYIapCTBEHHOW uH(popManuoHHoM cuctembl (manee - [UC) wu
MH(POPMAITMOHHBIX TEXHOJOTHH, NCIoIb3yeMbIx B VC.

3.3. BezonacHocTs 3amuiiaemoi nHdopmaimu npu ee 0opadotke B IC obecneunBaer OY
WM JIMLO, OCYIIECTBIstonee oOpaboTKy 3ammuiaeMoil nHbopMmaiuu no nopydenuro OY Ha
OCHOBaHUU 3aKJII0Ya€MOT0 C 3THUM JIULIOM JIOTOBOpa (Jajee - ynoJIHOMOYeHHOe JuIo). JJoroBop
Mexay OY ©  YyNOJHOMOYEHHBIM JIMIIOM JIOJDKEH MpeaycMaTpuBaTh  00A3aHHOCTh
YIIOJTHOMOYEHHOTO JIMIa OOEeCHeunTh O€30MacHOCTh 3alluIacMoi uHGOpMaluu Tpu ee
obpabotke B HC.

3.4. 3amwuta undopmanuu, conepxamieiics B UC, obecrieunBaercs MyTeM BBITIOJHEHUS
OVY TpeboBaHuil Kk opraHu3aluy 3amuUTsl HHGopManmu, coaepxauieiica B IC, u TpeboBanuii k
Mepam 3amuThl uHpopmarmu, coaepxkarnieiics B VIC.

3.5. OV HazHayaeTcs JUL0, OTBETCTBEHHOE 3a OPraHU3aLMI0 00pabOTKU MEePCOHATBHBIX
JAHHBIX NPH UX 00paboTke B OVY.

3.6. J1ns oGecrieueHus: 6e30MacHOCTH 3alMiaeMoil nHpopmaruy, coaepsxareiics B C,
OY Ha3HayaeTcsi CTPYKTypHOE TMOJApa3ieieHue WIM JOJDKHOCTHOE JMIO (COTPYAHUKH),
OTBETCTBEHHOE 3a obecrieueHue O€30MacCHOCTH TEepPCOHANBHBIX JAHHBIX H 3a 3aluTy
uHdopmanuy, HE coAepkKamield CBEICHHs, COCTaBIIONIME TOCYIAPCTBEHHYIO TaiiHy, B
nHpopmannoHHBIX cucteMax OV (nanee - OTBETCTBEHHBIN).



3.7. ns mpoBeneHus paboT Mo 3amuTe HHGOPMAIMK B XOJI€ CO3JIaHMsI, SKCIUTYaTallul 1
BbIBOJIA U3 AKcIutyatauuu MIC OV B cooTBeTCTBUM € 3aKOHO1aTeNbCTBOM Poccuiickoi denepanuu
IpU HEOOXOIUMOCTH IPUBJICKAIOTCS OpPraHU3allMy, UMEIOIINE JUICH3UI0 Ha JEATeIbHOCTh 110
TEXHUYECKOW 3amuTe KOH(UACHIUAIbHOW HH(pOpPMAIMU B COOTBETCTBUU ¢ PDenepaibHbIM
3akoHOM 0T 4 Mast 2011 r. Ne 99-®D3 «O nuueH3upoBaHUU OTACIbHBIX BUJOB JESATEIbHOCTI.

3.8. Ilpu HEOOXOOMMOCTH K OCYIIECTBJICHUIO MEPOIPHIATUNH 10 OOHApYKEHHIO,
MPENYNPEXKACHUIO U JIMKBUJALUU TOCIEACTBUNA KOMIIBIOTEPHBIX aTaK M pearupoBaHUI0 Ha
KOMIIBIOTEPHBIE HMHLMJEHTHl MOTYT IIPUBJIEKATbCA CIIELUAIM3UPOBAHHBIE OpraHU3ally,
SBIIAIOIIMECS AKKPEAUTOBAHHBIMU IIEHTPAMU TOCYAAPCTBEHHOM CHUCTEMBbl OOHapy>KEHUus,
MPEeNyNpexXAeHUs U JUKBUJIAIUMU IOCJIEACTBUI KOMIIBIOTEPHBIX aTak Ha HH(OPMAalUOHHbBIE
pecypcesl Poccuiickoit @enepanyu (3a UCKIIIOUEHUEM CiIydasi, IPEIyCMOTPEHHOTO MOJAIMYHKTOM
«0o» mynkta 5 VYkaza Ilpesmaenta Poccuiickoit ®@enepammu or 1 mas 2022 r. Ne 250 «O
JOTIOJIHUTEIBHBIX Mepax Mo obecreyeHuto uHGOPMAIMOHHONW Oe3omacHocT Poccuiickoi
denepanuny),

3.9. IIna oOecneueHus 3amuThl mHpopMauuu, coxaepxkameics B MC, mpumeHsroTcs
cpencTBa 3ammThl UHGOPMAIMH, TPOIICAIINE OIEHKY COOTBETCTBHs B (hopMe 00s3aTebHON
cepTudUKaIMN HA COOTBETCTBUE TPEOOBAHMSIM MO O6€30mMacHOCTH WH(OPMAIIUUA B COOTBETCTBUH
co cratbeit 5 DenepanbHoro 3akoHa oT 27 mekabps 2002 1. No 184-03 «O TexHUYECKOM
PETYIUPOBAHUI.

3.10. 3amuTa nabopmaruu, coaepxamerics B IC, ssBisieTcss COCTaBHOM 9acThio paboT 1O
co3nmanuto u dkcruryaranuu MC u obecrieunBaeTcst Ha BCeX CTaAMsX (3Tamax) ee Co3/IaHusl, B X01e
AKCIUTYaTallMM U BBIBOJA M3 AKCIUTyaTallUU MyTEM MPUHATHS OPraHU3alMOHHBIX U TEXHUYECKHX
Mep 3amuThl WH(OpPMAIMK, HAMpPaBJICHHBIX Ha OJOKMpOBaHWE (HEUTpAIU3aIMIO) Yrpo3
6e3onacHoctu nHbopmanuu B UC, B pamkax C3U.

3.11. OpraHu3anMoOHHbIE ¥ TEXHUYECKHE MEPHI 3alIUTHl HHGOPMAINH, PeaTn3yeMble B
pamkax C3U, nomkHbI ObITH HANIPaBJICHBI HA UCKITIOYCHHE:

— HEIMpaBOMEpHBIX JOCTyIa, KOMWPOBAaHHUSA, IMPEIOCTABICHUS WU PACIPOCTPAHECHUS
nHpopmanuu (obecrieueHrne KOHPHUICHIMATBHOCTH HH(DOpMAITUN);

— HEIMpaBOMEPHBIX YHUYTOXKEHUS WU MOoAU(UIMpOoBaHUS MHPopMauu (oOecrieueHue
LIETIOCTHOCTU UH(pOpMaInn);

— HempaBOMEpHOro  OnokupoBaHus uHbopMmamuu  (oOecriedyeHHe  JAOCTYHMHOCTHU
nHpOpMaun).

3.12. Jlna oGecnedyeHus 3amuThl uHbOpmaimu, coxaepxaimeiics B MC, mpoBoasTcs
CJIEYIOIIE MEPOTIPHUSITHS:

— (dopmupoBanue TpeboBaHui K 3amuTe nHGopmanuu, conepxkaieiica B UC;

— paszpabotka C3U;

— BHeapenue C3U;

— arrectanus VIC no tpeboBaHusaM 3amuTsl HHGopMaiuu (ganee — arrecranus MC):

— oOecnieyeHue 3aMThl HH(POPMAIMU B X0J1€ dKCIITyaTauuu arrectopanHoi UC;

— oOecnieueHue 3aIUTH HH(OPMALMU ITPH BBIBOJIE U3 IKCILTyaTalluy, arrectoBaHHoi C
WJIN TIOCTIe IPUHATHS pelieHust 00 OKOHYaHUU 00paboTKH MH(pOpMAaIHH.

3.13. B mensx oOCyIIECTBIEHUS MOHUTOPUHIA, NPEAYCMOTPEHHOIO NOJIYHKTOM «B)»
nyHkta 5 VYkaza Ilpesumenra Poccuiickoir @Penepaumm ot 1 mas 2022 r. Ne 250 «O
JIOTIOJTHUTEBHBIX Mepax Mo obecnedeHuto uHpopmannoHHOM Oe3omacHocTH Poccuiickoi
deneparum», 10HDKHOCTHBIM JIMIIAaM OpPraHoB (eiepaiabHOM ciiykO0bl 6€3011acCHOCTH pa3peraeTcs



OecnpensTCTBeHHBI J0CTyll (B TOM 4YHCIE yHaleHHbIH) K mnpuHamiexanmm OY nubo
ucrnonbp3dyeMbiM OV  uHQOpMAIMOHHBIM pecypcaM, JOCTYyIl K KOTOPBIM 00eCreunBaeTCs
MOCPEICTBOM HCTIOJIb30BaHUS HH(POPMAITMOHHO-TEIEKOMMYHHUKAIMOHHOM ceTH «HTepHET.

3.14. OtBercTBEeHHBIN 3a obecrieueHre MH(OOPMAIIMOHHONW 0€30MaCHOCTH OCYIIECTBIISET
OpraHM3aI1I0 U KOHTPOJIb UCIIOJIHEHHUS:

— YKa3aHWH, JAaHHBIX OpraHaMu (eaepaibHON CITyKObI 0€30MaCHOCTH MO pe3ybTaTaM
MOHUTOPHHIA;

— OpraHU3allMOHHBIX H TEXHUYECKUX MEp, PelIeHHuEe 0 HE0OX0JUMOCTH, OCYILIECTBICHUS
KoTopbix mpuHATO @DenepanbHOil ciyx00i Oe3omacHoct Poccuiickoit denmepanuu U
OenepalibHON CITyKOOH N0 TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIO B TMpeAenax ux
KOMIIETEHITMHU U HampaByieHo B aapec OV.

4. P OPMUPOBAHUE TPEBOBAHUU K 3AIIIUTE HOOPMAILIUMN,
COJIEPKAIIENCSA B MTH®OPMAIIMOHHOM CUC TEME

4.1. ®opmupoBanue TpeboBaHMI K 3amure uHpopmauuu, conepxamieiics B HC,
ocymectBisiercs OVY.

4.2. ®opmupoBanue TpeOoBaHMM K 3amuTe uHbopmanuu, conepxkauieiics B UC,
BKJIIOYAET:

— TIPUHSITHE PEIICHUS 0 HEOOXOIUMOCTH 3aluThl nHpopManuu, coaepxanieiics B UG,

— knaccudukanuo MC no tpebGoBaHuSAM 3amIMThl MH(OPMALIUU, ONpeNeTIeHUE YPOBHS
sammumennocty [1/1n npu ux o6padortke B UC;

— ompelelneHue yrpo3 0e30MacHOCTH HH(OpMalWy, peaau3anusi KOTOPBIX MOXKET
MPUBECTH K HapymieHuto 6e3onacHoctu nHdopmarmu B UC, u pa3paboTKy Ha X OCHOBE MOJICTH
yrpo3 6e3o0macHocTr HH(popMaIuu;

— onpenenenne TpedboBanuii k C3U.

4.3. I1pu npuHATHH pElIeHUs 0 HEOOXOAUMOCTH 3alIUThl HH(OPMaIUK, CoJepKaIIelcs B
UC, ocymectBasercs:

— ananus nenei coznanus MC u 3amay, pemaeMoix 3toit MC;

— onpenenenre nHGopMaluH, rmojyiexaieit oopadorke B C;

— aHaJu3 HOPMATUBHBIX IIPABOBBIX aKTOB, METOUYECKUX JTOKYMEHTOB U HAlIMOHAIBHBIX
CTaHJIapPTOB, KOTOPBIM JOJI’KHA cOO0TBeTCTBOBaThH MC;

— MpUHATHE penieHust 0 HeobxoaumocTu coznanus C3U, a Takxke onpeneneHue enen u
3amau 3amuthl uHGopmanuun B MC, ocHoBHBIX 5TanmoB co3fganus C3U u QyHKUIMU 110
obecrnievueHuo 3amuThl nHpopmanuu, conepxkaieiica B C.

4.4. Pezynpratsl knaccudukanuu UC ohopMisioTces akToM KiiaccuuKaluu.

4.5. Pesynpratsl onpeneneHus ypoBHs 3ammuieHHocTH I1/[H mpu mnx oOpabotke B UC
0(QOPMIISIOTCS] aKTOM OTIPEIETICHUS YPOBHS 3aIIMIIIEHHOCTH.

4.6. Yrpo3sl 0e30omacHOCTH HH(POPMALUU ONpPEAEISIOTC MO pe3yibTaTaM OLEHKH
BO3MOJKHOCTEH (MOTEHIMaNa) BHEIIHMX M BHYTPEHHUX HapylIuTeneil, aHaiau3a BO3MOXKHBIX
ysa3Bumocteil MIC, BO3MOMKHBIX CIIOCOOOB peanu3alMyd yrpo3 0e30MacHOCTH HH(opManuu u
MOCIE/ICTBUI OT HapylleHUs CBOMCTB Oe3omacHOCTH HHpopManuu (KOH(PUICHIIHATBHOCTH,
LIEJIOCTHOCTH, JOCTYITHOCTH).

4.7. B xauecTBe UCXO/IHBIX TAaHHBIX Ul ONpeeTIeH s yrpo3 0€30MacHOCTH HH(POPMAaLUU
UCTOJb3yeTcsa OaHK JaHHBIX yrpo3 Oe3zomacHocTH nHpopmanuu (bdu.fstec.ru), Benenue kKoToporo
ocymiectisiercss @CTIK Poccun.



4.8. Tlpu ompenenenun yrpo3 0ezomacHOCTH MHGOOPMAIMHM YYUTHIBAIOTCS CTPYKTYpPHO-
¢dbynkunonansHble xapaktepuctuku WMC, Bxmowaronme ctpykrypy u coctaB UC, ¢usnueckue,
JIOTUYecKue, (YHKIIMOHAIbHBIE M TEXHOJIOTUYECKUE B3aMMOCBSI3U Mexay cermeHtamu HC, c
uapiMu UIC ¥ MH(POPMALMOHHO- TENCKOMMYHUKAIIMOHHBIMU CETSIMH, DPEXHMBI 00pabOTKU
nHpopmarmu B MIC m B ee OTHEIBHBIX CETMEHTaxX, a Takxke uHble xapakrepuctuku HC,
pUMeHsieMble HH(POPMAIMOHHBIE TEXHOJIOTUU H OCOOCHHOCTH €€ ()yHKIIMOHUPOBAHUSI.

4.9. Tlo pe3ynbrataM OIpeAeiCHHUS yrpo3 0€30MacHOCTH HWHPOPMAIMH TIPH
HEOOXOJMMOCTH  pa3pabaThIBAIOTCS  PEKOMEHNAIMM 10  KOPPEKTHPOBKE  CTPYKTYpPHO-
byHkunoHanbHBIX Xapakrepuctuk MC, HampaBieHHble Ha OJOKMpOBaHUE (HEUTpPATHM3AIHIO)
OTJIENbHBIX YTpo3 0€3011acHOCTH MH(GOPMaLIUH.

4.10. Mogenb yrpo3 0e30macHOCTH WHPOpMaIIUU T0KHA coaepxkaTh onucanue C u ee
CTPYKTYpHO-(DYHKIIMOHAIBHBIX XapakTEPUCTUK, a TakKe OINHCaHWE Yrpo3 Oe30MacHOCTH
nH(popMaluy, BKIHOYAIOIIEE OMHCAHUE BO3MOXHOCTEH HapymuTened (MOoAeNnb HapyLIUTels),
BO3MOXHBIX ysa3BuMocTeld MC, crnocoboB peanuzanuu yrpo3 Oe3omacHocTd HHpopMmanuu u
MOCJIEJICTBUI OT HAPYLIECHUS CBOMCTB 0€3011aCHOCTH UHPOPMAIUH.

4.11. Tpe6oBanust k C3U onpenensitoTcs B 3aBUCHMOCTH OT Kitacca 3amuiieHHocta MC,
ypoBHs 3amuiieHHoctd [1/In npu ux o6padotke B UC u yrpo3 6e3omacHocty HHGOpMaLUY,
BKJIFOUEHHBIX B MOJIENb YTPo3 0€301MacHOCTH HH(OPMALIUH.

4.12. Tlpu onpenenennu tTpedoBanuii k C3U yuuteiBaroTcs mosoxxenus nojutuku OY B
OTHOIIEHUH 00pabOTKH NEPCOHAIBHBIX JAHHBIX.

5. PABPABOTKA CUC TEMbI 3AIIUTBI TH®OPMALIUU

5.1. Pazpabotka C3U opranuzyercs OVY.

5.2. Pa3paborka C3U ocymiecTBiseTcs B COOTBETCTBUM C TEXHMYECKHM 3aJaHHEM Ha
cozmauue C3U ¥ B TOM 4HcCIlI€ BKIIIOYACT:

— mnpoektupoBanue C3U;

— pa3paboTKy 3KCIUTyaTallMOHHOW AoKyMeHTanuu Ha C3U;

— MakerupoBanue u TectupoBanre C3U (mpu HEOOXOAMMOCTH).

5.3. C3U He noJpKHA NpensTCTBOBATh JOCTHKEHMIO 1enen co3aanus C u ee

(G YHKIIMOHUPOBAHUIO

5.4. TIpu pazpabotke C3U ynutsiBaercs ee HHGOPMAIIMOHHOE B3aUMOJICHCTBUE C HHBIMU
NC u nndopMainoHHO-TEIIEKOMMYHUKAIIMOHHBIMH CETSMHU.

5.5. Ilpu npoextupoBanuu C3U oCymIeCTBISAIOTCA CIEAYIOLINE MEPOTIPUATHS:

— ONpEeNeNsIFOTCs TUIIBI CYOBEKTOB AOCTYNA (II0JIH30BATEINH, IPOLIECCHl U UHBIE CYObEKThI
JocTyrna) U OOBEKTOB JOCTYMA, SBISIOUIMXCS OOBEKTaMH 3alUTHl (YCTPOMCTBA, OOBEKTHI
(haitnoBoil CUCTEMBI, 3allyCKaeMble M HUCIOJHSEMbIE MOJIYIH, OOBEKThl CHCTEMBI YIIPaBICHUS
0a3amMH JTaHHBIX, OOBEKTHI, CO3/IaBaeMble MPUKJIAIHBIM MPOTPAMMHBIM OOECIIeUeHUEM, HUHBIE
O0OBEKTHI JIOCTYIIA);

— ONpEeNeNsIFOTCS METOJAbl YIpPaBIEHUS JOCTYNOM (IMCKPEIIMOHHBIM, MaHAATHBIH,
pOJIEBOM WJIM WMHBIE METOJIbl), TUIBI JOCTyNa (YT€HHUE, 3alUCh, BHITIOJHEHUE WM UHBIE THUIIbI
J0CTyIa) W TpaBWIa pa3TpaHHuUEHUs] JIOCTyNMa CyOBEKTOB JOCTyma K oOBeKTaM aocTymna (Ha
OCHOBE CITUCKOB, METOK O€301TaCHOCTH, POJICH U MHBIX MPaBUi), moAnexamniue peanusanuu B UC;

— BBIOMpAIOTCS MEpPBI 3alIUTH HHPOPMAIUH, TToaexalue peanusanuu B C3U;



— OMpEAeNSIOTCS BHUIBl W THIBI CPEACTB 3alIUThl HWH(GOpPMAIHMH, O0O0ECTICYMBAIOIINE
peanu3aIuio TEXHHIECKUX Mep 3alIuThl HH(POpMAaIiH;

— onpenensercs crpykrypa C3U, Bxitoyast coctaB (KOJTUYECTBO) U MECTA Pa3MELICHUS €€
3JIEMEHTOB;

— OCYIIECTBIISICTCS BBIOOP CPENCTB 3auIUTHl WHPOpPMANWHU, CEpTUGHUIMPOBAHHBIX HA
COOTBETCTBUE TpeOOBaHMAM 10 Oe30macHOCTH HH(POPMAIUMK, C YYETOM HX CTOUMOCTH,
COBMECTHMOCTH € MH()OPMAITMOHHBIMU TEXHOJIOTUSMHU M TEXHUYECKUMH CPEICTBaMH, (QyHKIUH
0€30IMaCHOCTH STHX CPEJICTB U OCOOCHHOCTEW WX peajH3allii, a TaKKe KiIacca 3alluIIeHHOCTH
UC, yposus 3ammmiennoctyu 1/ mpu ux o6padotke B NC;

— OmpeneNstoTcsl TpeOboBaHUs K MapamMeTpaM HACTPOWKH MPOrpaMMHOro obOecreyeHus,
BKJIIOYasi MporpaMMHOE oOOecledyeHne CpeicTB 3alluThl HHPOpMAIUH, oOecreynuBaronme
peaiM3alnuio Mep 3aliMThl UHQOPMAIMU, a TAaKKEe YCTpaHEHHE BO3MOXHBIX ysa3Bumocted UC,
MIPUBOIALINX K BOSHUKHOBEHHUIO YTpo3 0€30MacHOCTH MH(pOpMaIny;

— ONpEeNeNSIFOTCS MEephl 3alIUThl HHPOPMALMHU NPU WHYOPMALIMOHHOM B3aMMOJCHCTBUU
¢ uabiMu C 1 MHPOpMAIIMOHHO-TEIEKOMMYHUKAIIUOHHBIMU CETSIMHU.

5.6. Pesynprarel npoektupoBanus C3U orpaxarorcst B mpoeKTHOM JokymeHTaruu Ha MC.

577. Ilpu  oTCyrcTBUM  HEOOXOJMMBIX  CpPEACTB  3allUThl  HH(pOpPMalUH,
cepTU(UUIMPOBAHHBIX HA COOTBETCTBHE TpeOOoBaHUSM 1O Oe30macHoCTH HHGOpMaluy,
opraHusyeTcsi pa3padoTka (opaboTKa) CPeACTB 3aMMUTHl HHOOPMAINH, U UX CepTUPHUKALNS B
COOTBETCTBHUH € 3aKOHOAATENBCTBOM Poccuiickoit @enepanny Wiy Iporu3BOIATCS KOPPEKTHPOBKA
npoekTHbIX pemennii mo MC u (wm) ee C3U ¢ yderoM (PyHKIIMOHAIBHBIX BO3MOKHOCTEH
UMEIOIIUXCS CepTUPUIIMPOBAHHBIX CPEJICTB 3alUTHI HH(OPMALIUK.

5.8. PazpaboTtka »skcrutyatanmoHHOW nokymeHTaruu Ha C3U  ocymecTBisercs B
COOTBETCTBUHU C TEXHUYECKUM 3aJaHueM Ha co3ganue C311.

5.9. [1lpu MmaketupoBanuu u TectupoBaHuu C3U B TOM 4YHKCIi€ OCYIIECTBISIOTCS:

— MpoBepka pabOTOCIOCOOHOCTHM M COBMECTUMOCTH BBIOPAaHHBIX CPEICTB 3alUThHI
uHpopmanuy ¢ THPOPMAIMOHHBIMH TEXHOJIOTHSIMH U TEXHUYECKUMU CPEICTBAMU;

— TMPOBEpKa BBIMOJIHEHUs BEIOPAHHBIMU CPEACTBAMHM 3alIUTHI HH(pOpMay TpeOOBaHUN
k C3U;

— KOPPEKTHPOBKA MPOEKTHBIX pelIeHui, pa3paboTanHbix mpu cozganuu C3U.

5.10. MakerupoBanre C3U u ee TecTUpoBaHHE MOKET MPOBOJUTHCS B TOM UHUCIE C
MCI0JIb30BAHUEM CPEJCTB U MeTOA0B MoaenupoBanus MC u TexHonoruit BUpTyaau3aluu.

6. BHEJIJPEHUE CUCTEMBbI 3AIIUTHI THOOPMALIMN

6.1. Buenpenue C3U opranusyercs OVY.

6.2. Bueapenue C3U ocyiiecTBise€TCS B COOTBETCTBUU C IPOEKTHOM H AKCILTYaTallMOHHOM
nokymeHTanued Ha C3U u B TOM 4nciie BKIIIOYAET:

— YCTaHOBKY H HAaCTPOMKY CpeaCTB 3aiuThl nHpopMaruu B C;

— pa3paboTKy JHOKYMEHTOB, ONPECNAIONINX MpaBuia U MpoLeaypsl, peanuzyembie OY
s obecnieueHus 3amuThl uHpopmammu B HMC B Xode ee OKcImyaTanuu (gamee —
OpraHU3aIMOHHO-PACTIOPSAIUTENBHBIE JOKYMEHTHI MO 3aIIUTe HHPOPMAIIIH);

— BHEJIPEHHE OPTaHU3AIMOHHBIX MEp 3alUThHl HH()OPMAIIUH;

— mnpenBaputenbhbie ucnbiTanus C3U (mpu HeoOX0MMOCTH);

— ombITHYIO 3KcIutyatanuio C3U (mpu He0OX0IMMOCTH);

— ananu3 ys3Bumoctei C u npuHsTHEe Mep 3anThl HHGOPMAIIUU TI0 UX YCTPAHEHHUIO;



— npuemounsle ucnbitanus C3U (mpu He00X0AMMOCTH).

6.3. YcTaHOBKa H HaCTpoOHKa cpeacTB 3amuThl nHpopMmanuu B C 1omkHa POBOAUTHCS
B COOTBETCTBUU C 3KCITyaTalMOHHOW JokymeHTanued Ha C3U u nokymeHTaluei Ha cpelacTsa
3alIUThl UH()OPMAIHH.

6.4. Pa3pabaTbiBacMble OpraHU3AIMOHHO-PACHIOPSIIUTEIbHBIC JOKYMEHTHI IO 3aIIUTe
WHGOPMAIINHY JOJDKHBI OMTPEIEIISAThH MPAaBUIIA U TIPOLIEAYPHI:

— TUTAaHUPOBAHMS MEPONPUATHIA 10 3autute nHpopmaruu B NC;

— ynpasieHus (aamuHucTpuposanus) C3U;

— BBISIBJIICHUS] MHIUICHTOB (OJHOTO COOBITHS WJIM TPYNIBI COOBITHIA), KOTOPHIE MOTYT
MIPUBECTH K cO0AM WM HapylieHuto pyHknuonupoBanus MC u (min) K BOSHUKHOBEHUIO yIpo3
6e30macHOCTH HH(pOopMaLMHK (Aajee — MHUUACHTHI), U pearipoBaHus Ha HUX;

— ymnpasneHus KoHurypauuei, arrecroanHoit UC u C3U;

KOHTPOJISA 332 00CCIIeYeHHEM YPOBHS 3allIMIIEHHOCTH WH(POPMAIIUH, COAEpIKaIIencs B
UcG;

nHpopmupoBanus u o0yuenus nepconana UC

— 3amuThl MHPOpMANUMU TPU BbBojAE M3 dkcruryatanuu [IC wnm mocne TpUHSTHS
pelieHus 06 OKOHYaHUU 00pabOTKU HH(POPMAIUH.

6.5. Ilpu BHEApEHUH OpPraHU3alMOHHBIX MEpP 3alUThl HHPOPMAIH OCYIIIECTBIISIOTCS:

— peanuzanys MPaBWI Pa3rpPaHUYCHUs JIOCTYIA, PETIaMEHTHUPYIOIIUX TpaBa JIOCTYIa
CyOBEKTOB OCTYIA K 00BbEKTaM JOCTYIIa, U BBEJICHUE OTpaHNYEHUI Ha IeHCTBUS MOJIb30BaTeNeH,
a TaKKe Ha U3MEHEHHUE YCIIOBUN IKCIUTyaTallK, COCTaBa U KOH(UTYpallud TEXHUYECKUX CPE/ICTB
Y TIPOTPAMMHOTO 00ECTICUCHHSI;

— MPOBEPKA MOJHOTHI U JETAIBHOCTH OMKUCAHUS B OPraHU3aLMOHHO- PACIIOPSANTEIBHBIX
JOKYMEHTaX IO 3amuTe WH(popMmanuu IeHCTBHUN TMojb3oBareneil u agMmuauctpatopo MC mo
pea3anuy OpraHM3allMOHHbBIX MEp 3allUThl HH(QOPMALIUK;

— oTpaloTKa JEHCTBUN JOJDKHOCTHBIX JIMI[ M TOJpA3/IeNeHUN, OTBETCTBEHHBIX 3a
pealin3anuio Mep 3alIuThl UHPOPMAIUH.

6.6. IIpenBapurensubie ucnbiTanus C3U BkIoUaroT mpoBepky pabotocnocooHoctu C3U,
a TaK)Ke IMIPUHATUE PELIECHUS O BO3MOXHOCTH ONBITHOM 3kcmutyatanuu C3U.

6.7. OnbiTHas sKcrryatanus C3U Bkimodaet npoBepky dyakunonupoBanus C3U, B Tom
YyCclie pealn30BaHHBIX MEp 3alluThl MHPOpPMAIMH, a TaKKe TOTOBHOCThH IOJIb30BaTeneil u
aMUHUCTPATOPOB K sKcryarauuu C3U.

6.8. Ananu3 ys3sumocteil UC npoBoauTCs B LENSIX OLIEHKHA BO3MOXKHOCTU IIPEOOJICHUS
Hapymmrenem C3U u npefoTBpallieHus peaiu3anuu yrpo3 06e3onacHoctd nHbpopMauu. AHamu3
ysizBuMocTelt [1C BkitouaeT aHanu3 ysi3BUMOCTEH CpPeJICTB 3allUThl HH(POpPMALINK, TEXHUYECKUX
cpencts u mporpammHoro obecmneuenuss MC. Ilpu ananuze yszBumocteir MC mpoBepsieTcs
OTCYTCTBHE M3BECTHBIX YA3BUMOCTEW CPEICTB 3alMThl MH(OPMALIUU, TEXHUYECKUX CPENICTB U
MIPOrPaMMHOTO 00€CIIeYeHHUSI, B TOM YKCIIE C YIEeTOM HH(POPMAIIHH, UMEIOIIEHCS Y pa3pab0TIHMKOB
Y TIONy4E€HHOU U3 IPYTuX OOIIeTOCTYTHBIX HCTOYHUKOB, MPABUIBHOCTh YCTAHOBKU U HACTPOMKHU
CPEICTB 3aIIUThl HHPOPMAIUH, TEXHUYECKUX CPEJICTB U MPOTrPAMMHOTO OOeCTeueHus], a TakKe
KOPPEKTHOCTH pabOThI CPEACTB 3aMIUTHI HH(POPMAIIMK MTPU X B3AUMOJACHCTBUH C TEXHUYECKIMU
CpeICTBaMU M TPOTrpaMMHBIM obecnieueHueM. B ciydae BeisBieHus ys3Bumocteit UC,
MPUBOJAIINX K BO3HUKHOBEHHIO JIOTIOJTHHUTEIBHBIX Yyrpo3 0e30macHOCTH HWHOOpMAaIH,
MPOBOJMUTCS YTOUYHEHUE MOJEIH Yrpo3 Oe3omacHOCTH WHGOPMAlMU U MPH HEOOXOAUMOCTH
MPUHUMAIOTCS TOTIOJTHUTENFHBIE MEPhl 3alIUThl WHGOPMAIIUHU, HAMPABICHHBIE HA YCTPaHCHHE



BBISIBJICHHBIX YSA3BUMOCTEH WM MCKIIIOYAIONIME BO3MOXHOCTH MCIIOJIb30BaHUS HAPYIIMTEIEM
BBISBJIIGHHBIX ~ ys3BUMocTed. [lo pesymbratam aHanmm3a ysA3BHUMOCTEH JOJDKHO — OBITH
noaTBepxaeHo, 4to B MC OTCYTCTBYIOT YSI3BUMOCTH, COJAEpIKalIuecss B OaHKE TaHHBIX YIpo3
oesomacuoctr uH(popmanuu DOCTOK Poccwm, a Takke B HMHBIX HUCTOYHHKAX, WIH WX
HCII0JIb30BaHUE (IKCILTyaTalusl) HapyIIUTEIEM HEBO3MOKHO.

6.9. [Ipuemounsle ucneitanus C3U BKiII04aOT IPOBEPKY BhINOIHEHUS TpeboBanuii k C3U1U
B COOTBETCTBUU C TEXHUUECKUM 3a/laHueM Ha coznanue C3U.

7. ATTECTAIIUAA TH®OPMAIIMOHHOMN CUCTEMBI

7.1. Arrectauust IC npoBoanTCs Ha 3Tane ee Co3AaHus Wik pa3BUTUA (MOJEPHU3ALNN) U
IIpelycMaTpuBaeT MPOBEIEHUE KOMILJIEKCA OPraHU3allMOHHBIX H TEXHUYECKUX MEPONPUSATHI U
paboT (aTTECTAIMOHHBIX UCIIBITAHUN), B pE3yJIbTaTe KOTOPBIX MOATBEpkAaeTcs cooTBeTcTBUE C
TpeOOBAHUSM I10 3aIIUTEe UHPOPMAILIUK B YCIOBUSAX €€ IKCIUTyaTanuu. J[omycKaeTcst mpoBeieHNe
arrectanuu MC Ha sTamne ee skcrutyaranuu B ciydae, eciau OY npussTo pernieHue o0 oopaboTke
3amuinaeMon nHpopmaluu nocie BBojia B skcruryataruio NC.

7.2. Jlns mpoBeNeHWs aTTECTalMOHHBIX HcnbITaHud OY NpHBIEKaeT OpraHU3aLMIo,
UMEIOILIYI0 JIMIIEH3UI0 Ha OCYLIECTBICHHE JAEATEIbHOCTH IO TEXHUYECKOM  3amiuTe
KoH(UIeHIMaTbHON HHpOpMaMu (C TpaBOM MpPOBENEHUS pPadOT M OKa3aHUA YCIAYr IO
aTTECTAllMOHHBIM MCIBITAHUSIM W aTTeCTalMd Ha COOTBETCTBHE TPEOOBAHUSIM IO 3aIUTE
unpopmanun), Beiannyto ®CTIK Poccuu B cootBercTBUM ¢ [lonokeHneM o JTUIIEH3UPOBAHUU
NESITeIbHOCTH IO TEXHUYECKOW 3amure KOHGUAESHIUANbHOW HHGOpPMAIUM, YTBEPKIACHHBIM
nocranoBieHueM [IpaBurenbctBa Poccutickoit denepamuu ot 3 deBpans 2012 r. Ne 79 (manee -
Opras 1o aTTeCTaIluH).

7.3. Cpok mpoBenenus pabotr mo arrecrauuu MC ycraHaBiamBaeTcs BEIOMCTBOM TIO
COTJIACOBAHUIO C OPraHOM TI0 aTTECTALMU, HO HE MOYKET MPEBBIIIATH YETHIPEX MECALIEB.

7.4. IlpoBenenue arrecralMOHHBIX HcObITaHUM WC  JOKHOCTHBIMH  JIMIIAMM,
OCYIIECTBJISIOMUMHE NpoekTupoBanue u () Baeaperne C3U C, He momyckaercs.

7.5. Ins npoeaenus pabot no arrecranuu OY mpeacTaBiseT B OpraH Mo aTTeCTaluu
ClIeyIolIre JOKYMEHTHI WK X Konuu (1o peumeHno OY TOKyMEHThI (MX KOIMHH) MOTYT ObITh
MIpeJ/ICTaBJICHbI B OPraH M0 aTTECTAIMK B BUJIE JJIEKTPOHHBIX JJOKYMEHTOB):

— texunyeckuid macnopt Ha MC mo ¢opme cormacno mpmiokenuto Ne 1 k Ilopsiaky
OpraHu3aIy U MpoBeAeHUs paboT Mo aTTecTanuu 00bEeKTOB HHGOPMATU3AlUU HA COOTBETCTBHE
TpeboBaHUAM O 3amuTe HWHGOPMAIMK OTPAaHUYEHHOTO JOCTyNa. HE COCTaBJISAIOIIEH
roCylapCTBEHHYIO TaliHy, yTBepxkAcHHOMY npukazoM @CTOK Poccun ot 29 anpens 2021 r. Ne
77

— akt knaccudpukanuu MC mo ¢opme cormacno mnpunoxkenutro Ne 3k Ilopsaky
OpraHu3alliM U MPOBEACHUS PadOT MO aTTecTaluyu 00bEKTOB HHPOPMATU3ALUHN HA COOTBETCTBUE
TpeOOBaHMAM O 3alluTe HHGOpPMAIMKM OrPAaHHMYEHHOrO JIOCTyNa, HE COCTaBJISAIOLICH
roCylapCTBEHHYIO TaliHy, yTBepkAcHHOMY npukazoM @CTOK Poccun ot 29 anpens 2021 r. Ne
77;

— aKkT ompeneneHuss ypoBHs 3amumeHHoctd I1[H mpu ux ob6padotke B HNC (mpm
obpaboTtke B arTectyemoit MIC I1/1n);

— MoJieNb yrpo3 6e30nacHOCTH HH(POPMALIUY;



— TEXHUYECKOE 3aJlaHue Ha co3jaHue (pa3Burtue, mojaepHuzanuio) UC u (wium) yactHoe
TEXHUYECKOE 33/IaHUe Ha CO3/1aHue (pa3BUTHE, MOJICPHU3ALMIO) CUCTEMBI 3aIlIUTHl HH(POpPMALIUN
UcG,;

— TpOEKTHas NOKyMEHTalus Ha cuctemy 3amuTthl uHpopmauumu MC (B cimydae ee
pa3pabotku B xo1e coznanus NC);

— DKCIUTyaTallMOHHAs JOKyMEHTalWss Ha cuctemy 3amutel uHpopmanmu WC u
MIPUMEHSIEMBIE CPEJICTBA 3AIIUTH HH(POPMAIUH;

— OpraHU3allMOHHO-PACIOPSIUTENIbHbIE JOKYMEHTHl M0 3aumute uHpopMauuun OV,
perimaMeHTHpyone 3amuty uHpopMmanun B xone skcruryatanud MC, B TOM uucle IUTaH
MeponpusaTil no 3amure uHpopManuu Ha MC, NOKyMEHTHl HO HOPSAAKY OLIEHKH YIpo3
0e30macHOCTH  MH(OPMaLWU. YOPABICHUIO (aIMUHUCTPUPOBAHMIO) CHUCTEMON  3aIUThI
nHpopmanuu. ynpasieHuto koHurypamnueit C, pearnpoBaHuio Ha MHIMJIEHTHI 0€3011aCHOCTH,
MH(OPMHUPOBAHUIO U 00YUYEHHUIO IEPCOHANA, KOHTPOJIIO 32 00eCIIeYeHHEM YPOBHS 3allIMIIIEHHOCTU
nH(opMmanuu (ajnee — JOKyMEHTHI TI0 3al[UTe HHPOPMAIIHH ),

— JOKYMEHTBI, COJIepXalllhe pPe3yibTaThl aHaim3a ysa3Bumocted MC U mpueMOYHBIX
UCHBITaHUN crucTeMbl 3amuThl HHPopmanuu MC (B coydyae npoBeeHHs aHAIM3a U UCTIBITAHUM B
xogne coznanus MC).

7.6. Arrecranmss MIC npoBOAMTCS B COOTBETCTBHUM C NIPOrpaMMOM M METOJIUKAMH
aTTeCTallMOHHBIX HUcHbITaHui. [IporpaMMa W METOIMKM aTTECTAlMOHHBIX HUCHBITAHUI
pa3pabaThIBaeTcsl OpraHOM IO aTTecTallud B COOTBeTCTBUM ¢ [lopsiikoM opraHuzauuu u
MpoBeACHUS PabOT MO aTTecTai 00HEKTOB HHPOPMATHU3AIMHN HA COOTBETCTBHE TPEOOBAHHSAM O
3amuTe MHQPOpPMAIMKU OTPAaHMYEHHOIO JOCTYIa, HE COCTABIAIOIIEH TOCYAapCTBEHHYIO TalHY
yTBep)kIeHHBIM nprkazoM PCTIK Poccum ot 29 ampens 2021 r. Ne77, u corjiacoBbIBaeTCs C
BEIOMCTBOM. B Xo/e aTTecTallMOHHBIX HCHBITAHWM OpraH MO aTTECTAllMd MOXET BHOCHUTH
W3MEHEHHS B NpOTpaMMy M METOAMKH AaTTECTAl[MOHHBIX HCIBITAHUNH MO COIJIACOBAHHUIO C
BEJIOMCTBOM.

7.7. B nporpaMmy U METOAMKH UCIIBITAHUHN JJOJHKHBI OBITH BKIIFOUEHBI CIIETYIOINE METOIbI
MTPOBEPOK (MCTIBITAHUMN):

— DOKCIIEPTHO-IOKYMEHTAIIbHBII METOJ], MpeaycMaTPUBAIOIINNA MPOBEPKY COOTBETCTBUS
C3U HC ycraHoBiCHHBIM TpeOOBaHUAM TIO 3aluTe HHEGOPMAIMM HAa OCHOBE OIICHKHU
AKCIUTYaTal[AOHHON JOKYMEHTAallud, OPraHu3allMOHHO-PACHOPSAIUTENBHBIX JTOKYMEHTOB IO
3amuTe HHPOpMaIINH, a TaKxke ycrnoBui ¢pynkunonuposanus UC;

— ananmu3 ys3Bumocteid MC, B TOM 4Yuclie BBI3BAaHHBIX HEMPABHIBHOW HACTPOIKOM
(koHUrypupoBaHHEM) IPOTPAMMHOTO 00ECTICYEHHS U CPEICTB 3alIUThl HH(OPMALIUK;

— wucneitTanus C3U myreM ocCyiecTBICHHs MOMBITOK HECAaHKIIMOHHUPOBAHHOTO JOCTYIa
(BosgeiictBust) k UC B 006xo0x ee C3U.

7.8. Jomyckaercs arrectanus MIC Ha 0CHOBE pe3ynbTaTOB aTTECTALlMOHHBIX MCIIBITAHUN
BbIIelIeHHOro Habopa cermeHtoB MC, peanu3yromux TMOJHYIO TEXHOJOTHI 00paboTKu
uHpopmanuu. B 3ToM ciaydae pacnpocTpaHeHHE aTTecTaTta COOTBETCTBHUS Ha JAPYrHe CErMEHTHI
HNC ocymecTtBisiercs MNpu  yCcIOBUM MX COOTBeTcTBUA cermeHTaM MC, mnpomeamunm
aTTecTallMOHHbIE HCIbITaHUs. CerMeHT cuuTaercs cooTBeTcTBytomM cermeHty UC, B
OTHOIIEHUHM KOTOPOTO OBLIM MPOBEAEHBI ATTECTALMOHHBIE HMCIIBITAHUS, €CIU Ul YKa3aHHBIX
CETMEHTOB YCTaHOBJIEHBI OJJUHAKOBBIE KIIACCHI 3ALIUIIIEHHOCTH, YPOBHU 3allMILIEHHOCTH, YPOBHH
BaXXHOCTH, YTPO3bl 0€301MaCHOCTH HH(OPMAINH, PEaTU30BaHbI 0IMHAKOBBIE TPOEKTHBIE PELLICHHS
o UC n ee C3U. B cermentax MC, Ha KOTOpble pacIpOCTpaHsAETCsl aTTeCTaT cOOTBeTCTBUA, OY



oOecrieunBaeTcsi COONIOICHUE SKCIUTYaTallMOHHOM nokymeHTanuu Ha C3W H opraHu3anoHHO-
pacropsaIUTENbHBIX JOKYMEHTOB I10 3aIUTe WH(POPMAIIHH.

7.9. Ocobennoctu arrectauuu VC Ha OCHOBE pe3ybTaTOB aTTECTAIMOHHBIX MCIIBITAHHUIH
BBIJICJICHHOTO HA0Opa €e CerMEHTOB, a TAaKXKE YCIOBHUS M MOPAIOK PACIPOCTPAHEHHUS aTTecTara
COOTBETCTBUS HA Apyrue cerMeHTsl VIC HOomKHBI OBITh ONPEAETIeHbl OPraHoM IO aTTeCTalud B
IIPOrpaMMe U METOJMKAX aTTECTALIMOHHBIX UCTIBITAHUM, 3aKIIIOUEHUHU U aTTECTaTe COOTBETCTBUS.

7.10. B xone arrecTanimoHHBIX ucnbiTaHui OY MoxkeT BHOCHTHL u3MeHeHus B MIC, B Tom
quciIe B ApXUTEKTYypy €€ CHUCTeMbl 3amuThl uHpopMmanuu, B uemax mnpuseneHus HC B
COOTBETCTBUE C TPEOOBAHUSAMU IO 3aLUTE UHPOPMALIUH.

7.11. Tlo pe3ynbTaraM aTTeCTAlMOHHBIX HcnbITaHuid B OV mojydaer oT opraHa IO
aTTecTalluy CJIEIYIOLUE JOKYMEHTHI:

— 3aKJII0YEHHUE MO pe3yabTaTaM aTTeCTallMOHHbIX ucnsltanuit UC;

— MPOTOKOJI IO pe3yabTaTaM aTTecTalMoHHbIX ucnsltanui UC.

7.12. B cnyyae Hanmuuusi B nojydeHHbIX OY OT opraHa mo aTTeCTalluu 3aKIIOYEHUU U
MIPOTOKOJIE CBEJICHUM O HAJTMYUU HETOCTATKOB (HECOOTBETCTBUN CUCTEMBI 3aLIUTHI HH(OPMaLUU
NC tpeGoBanusM 1o 3anure nHGOpMallii) BETOMCTBO OLIEHUBAET BO3MOKHOCTb UX YCTPAHEHUS
B miporiecce arrectanuu MC u mpu BO3MOXKHOCTH, 0OecTieunBaeT ux ycrpanenue. [1o pesynbratam
YCTpaHEHHSI BCEX 0003HAUEHHBIX B 3aKIIOUCHHWH U MPOTOKoJIe HepocTtaTkoB OY odopmiser u
HampaBJIIeT B aJpec opraHa MO aTTeCTalMd yBEJOMJIEHHE 00 yCTpaHEHHHM HEIOCTaTKOB st
OIICHKH KauecTBa UX YCTPaHEHHUSI.

7.13. Ilo pe3ynbTaram OLIEHKH Ka4eCTBA YCTPAHEHUSI HEJIOCTATKOB OpPraH IO aTTeCTalluu
MIOBTOPHO 0(OPMIISET U HampaisieT B aapec OV 3akiIoueHue, B KOTOPOE BKIIIOYAIOTCS CBEICHUS
00 ycrpaneHuu OY BceX BBIBICHHBIX HEIOCTATKOB, a TAKXKE JEJAETCsA BBIBOJ O BO3MOKHOCTH
BbIIAYM aTTECTaTa COOTBETCTBUS TPeOOBaHMAM IO 3alluTe HMHpOpMaLMU (Jajnee — aTTecTar
cootBetcTBuUs) Ha VIC.

7.14. OV B cirydae Hecorjiacus C BbISIBJIEHHBIMU OPraHOM I10 aTTECTallMd HEJOCTaTKaMH U
BBIBOJIAaMHM, COJIEPXKAIUMUCS B 3aKIFOUYEHUM M MPOTOKOJAX, HANPABJIAET B TeUeHHE 5 paboumx
IHEH ¢ MOMEHTa [OJIydeHMsI 3aKJIIUEHUs U IPOTOKOJIOB IHCbMEHHOE oOOpalleHue ¢
obocHoBanueM Takoro Hecornacusi Bo ®CTOK Poccumn.

K oOparenuto npuaararTcsi B 3JI€KTPOHHOM BUJIE KOIIHU CIIEIYIOIIMX TOKYMEHTOB:

— TtexHuyeckui nacnopt Ha UC;

— akt wiaccudukauun MC no ¢opme cormacHo npunoxenuto Ne 3 k Ilopsaky
OpraHu3alluM U MPOBEAEHUS PadOT MO aTTecTaluy 00bEKTOB HHPOPMATU3ALUN HA COOTBETCTBUE
TpeOOBaHMAM O 3alluTe MHGOPMAMKM OrPAaHUMYEHHOIO JIOCTyNa, HE COCTaBJIAIOLICH
roCylapCTBEHHYIO TaliHy, yTBepxkAcHHOMY npukazoM @CTOK Poccun ot 29 anpens 2021 r. Ne
77

— aKkT ompeneneHuss ypoBHs 3amumeHHoctd I1[H mpu ux ob6padotke B HNC (mpm
obpaboTtke B arrectyemoit VIC [1/1n);

— MpOrpaMMbl U METOJMKH aTTECTAllMOHHBIX UcnbITanuil 1C;

— 3aKJIFOYEHUS U IPOTOKOJIBL.

7.15. ®CTOK Poccun mpoBOAWT OLIEHKY MPEACTABIECHHBIX AOKYMEHTOB Ha IPEIMET
COOTBETCTBUS MPOBEAECHHBIX OPraHOM II0 ATTECTAllMM aTTECTALlMOHHBIX UCIBITAHUN U BBIBOJIOB,
COJIepKAIUXCS B 3aKJIFOYSHUH, TPEOOBAHUSIM T10 3aIIUTe HHPOpPMALUH U 1ostokeHusm Tlopsika
OpraHu3alliy U MPOBEACHUS PabOT MO aTTecTaly 00bEKTOB HHPOPMATU3ALUHN HA COOTBETCTBUE
TpeOOBaHUAM O 3amuTe UWHPOPMALMU OTPAaHUYEHHOTO JOCTyNa, HE COCTaBISIOIECH



roCyJIapCTBEHHYIO TaiiHy, yTBepxkaeHHOTO npukazoM @CTIK Poccuu ot 29 ampens 2021 r. No
77 B Teuenue 10 kaneHIapHBIX JHEH ¢ MOMEHTA mosrydeHus obpamenus. [1o cornacoBanuio ¢ OY
pabotauku @CTIK Poccum (tepputopuanbaoro oprana ®CTIK Poccum) moryr mpoBectu
KOHTpoJbHbIE ucnibiTanus Ha VIC B cootBercTBUU ¢ myHKTamu 15 u 16 Ilopsaka opranuzanuu u
MpoBeACHUs paboT MO aTTeCTanuy 00bEKTOB HHPOPMATH3AIMH HAa COOTBETCTBHE TPEOOBAHUSIM O
3amuTe MHGOPMAaLMKd OTPAHUMYEHHOTO JOCTYIA, HE COCTAaBIISIIOIIEH TOCYAApCTBEHHYIO TailHYy,
yrBepxkaeHHoro npukazoM @CTIK Poccun ot 29 anpens 2021 r. Ne77. [lo pe3ynapTaTam OLIEHKU
OCTIK Poccuu (reppuropuansusiii opran @CTIOK Poccun) Hanpasisier:

— B OpraH IO aTTECTAllid yBEJOMJICHHE O HEOOXOJAWMOCTH YCTPAaHEHHS BBISBICHHBIX
HEJ0CTAaTKOB B YKa3aHHBIN B yBeomieHnH cpok. Konus yBenomienus Hanpasisercs OY. Opran
0 aTTecTtaluuu o0s3aH yCTpaHUTh HenoctaTky, BbisiBiIeHHble @CTOK Poccuum no pesynpraTtam
OIICHKH JOKYMEHTOB, B yKa3aHHBIH B YBEIOMJIEHUU CPOK U O(OPMHUTH aTTECTAT COOTBETCTBUS
(ecnmu  yCTaHOBJIEHO HECOOTBETCTBUE AaTTECTAlMOHHBIX MCHBITAHUM W (UJIU) BBHIBOJIOB,
COJIEpKalIUXCs B 3aKIIOYEHUU WM MPOTOKOJIAX, TPEOOBAHUSM IO 3aliuTe MHGOpPMALMU HIN
[Topsinka opraHu3anuu ¥ MPOBEACHUS palbOT MO arTecTaliui OOBEKTOB WMH(OpMATHU3AlMKU Ha
COOTBETCTBHE TPeOOBAHUSM O 3aNTUTE HHPOPMAIIMHA OTPAHUUYEHHOTO JOCTYIIa, HE COCTABJISIONIEH
rOCyJIapCTBEHHYIO TaiiHy, yTBepKaeHHOro npukazoM @CTIK Poccum ot 29 anpensa 2021 r. Ne
77).

— pe3ynbTaThl MPOBEICHHOW OoueHKH OY i yCTpaHEHUsI HEIOCTATKOB, BBISIBICHHBIX
OpraHoM IO aTTecTaluu (€clii MO pe3yabTaTaM OLEHKHM IOATBEP)KJIEH BBIBOJ OpraHa Io
aTTeCTallMy O HEBO3MOXHOCTH BBIJJa4M aTTecTaTa COOTBETCTBUsA, aTTecTaTr cooTBeTcTBUsA Ha MC
OpraHOM TIO aTTeCTaluX He 0POPMIIETCS).

7.16. Tlocne nomydyenus arrecrara cootBerctBusa Ha MC ot oprana mo arrectauun OY
MoxeT moayduTh oT DCTIK Poccuu (tepputopuansroro oprana ®CTIK Poccun) 3akimouenne,
CoJIepKallee ONHUCAHME BBISIBICHHBIX IO pe3ylbTaTaM HKCIEPTHO-AOKYMEHTAIBHONW OLIEHKH
MaTepUasoB, MPEACTABICHHBIX OPraHOM IO ATTECTAllUH, HEJOCTATKOB M PEKOMEHJAIMU M0 UX
yctpanenuto. B cimydae momyuenus ot @CTOK Poccum (teppuropuansHoro oprana @CTOK
Poccun) Takoro 3akiito4eHHs BEIOMCTBO OOECIIEUMBAET YCTPAHEHUE BBISIBIIEHHBIX HEIOCTATKOB B
COOTBETCTBUU C BBIAAHHBIMH PEKOMEHJAIMSIMH B YKa3aHHbI B 3akitoueHuu cpok. OO
YCTpaHEHHH HenoCcTaTKOB BeaoMcTBO HHGopMupyeT DCTIK Poccuu (TepputopralibHBINA OpraH
OCTOK Poccum). He ycrpanenue HemoctatkoB, BbiBlIeHHBIX @OCTOK  Poccun
(teppuropuansusiM opranom @CTOK Poccun), B yka3aHHBIA B 3aKJIIOUEHUU CPOK SIBIISETCS
OCHOBAHHUEM ISl IPUOCTAHOBIICHHMS IEUCTBUS aTTectara cooTBercTBus Ha MC.

7.17. Artectatr cCOOTBETCTBHUS BBIJIAETCS HA BeCh CpoK skciryarauuu MC.

OVY B xoze skcrutyaranuu MC obecnieunBaet noaaepxky coorBerctBus C3U atrecraty
COOTBETCTBUS B paMKax pealu3aliy MEpONpUsTUH, IPeTyCMOTPEHHBIX TyHKTOM 18 TpeboBanuit
0 3amuTe HMH(GOpPMAIMU. HE COCTABIAIONIEH TOCYJapCTBEHHYIO TalHy, coJepiKaleics B
rOCyJapCTBEHHbIX HMH()OPMALMOHHBIX CUCTEMax, YTBEPXKICHHBIX Mpukazom PenepaabHOU
CITY’KOBI 10 TEXHUYECKOMY U 3KCIIOPTHOMY KOHTpouIto oT 11 deBpanst 2013 r. Ne 17.

7.18. JleiicTBue aTTecTaTa COOTBETCTBUSA MOXKeET ObITh puocTtaHoBieHo PCTIK Poccun
(repputopuansHeiM opraHoM @CTOK Poccum) B ciydasx, NpeayCMOTPEHHBIX MYyHKTOM 34
[lopsinka opraHu3ani M MPOBEAEHUS PabOT MO aTTecTaluu OOBEKTOB MH(OpMATH3AIMMU HA
COOTBETCTBUE TPEOOBAHUSAM O 3alUTE HHPOPMALIMK OTPAHUYEHHOTO JIOCTYIA, HE COCTaBJISIONIEH
roCylapCTBEHHYIO TaliHy, yrBepxkaeHHoro npukazoM @CTOK Poccun ot 29 anpens 2021 r. Ne77.



OV mnpekpamaer skciuryatauuio MC co nHA nojydeHHs yBEIOMIIEHHS O IPUOCTAHOBIJIEHUU
NEUCTBUS aTTecTaTa COOTBETCTBHUS.

7.19. JlelicTBHE aTTecTaTa COOTBETCTBUS MOXET ObITh B0300HOBICHO DPCTIOK Poccum
(teppuropuaneHeiM opranoM ®CTOK Poccum) B ciyyasix, NpeayCMOTPEHHBIX IYHKTOM 38
[Topsinka opraHu3anuu ¥ MpoBeNeHUS PabOT MO aTTecTaluyd OOBEKTOB MH(POpMATHU3AIUU HA
COOTBETCTBUE TPEOOBAHUSAM O 3aLTUTE HHPOPMAIIUK OTPAHUYCHHOTO JIOCTYIIA, HE COCTABJISIOIIEH
rocy/lapCTBEHHYIO TaiiHy, yrBepxaeHHoro npukazoM @CTOK Poccum ot 29 anpens 2021 r. Ne77.
BenomcTBo MoxeT B0300HOBUTH dkcmiyarauuto WMC co nHA momydeHus yBEIOMIIEHUS O
BO300HOBIICHUH JICHCTBUS aTTECTaTa COOTBETCTBHL.

7.20. MeiicTBue aTTecrtata COOTBETCTBUS MoXkeT ObITh mpekpaimeHo PCTIK Poccum
(teppuropuansHeiM opraHoM ®CTOIK Poccum) B ciiyyasix, npeaycMOTPEHHBIX NyHKTOM 40
[Topsinka opraHu3anuu ¥ MpPOBENEHUS PaOOT MO aTrTecTalii 0OBEKTOB MH(pOpMATHU3AIMU HA
COOTBETCTBHUE TPEOOBAHUSM O 3aIIUTE UHPOPMALIMUA OTPAHUUYEHHOTO JOCTYIIa, HE COCTABJISIONIEH
rocy/lapCTBEHHYIO TaiiHy, yrBepxaeHHoro npukazoM @CTOK Poccum ot 29 anpens 2021 r. Ne77.
BenomctBo npekpamaer skcrutyatanuio MC co nHs nonydeHus yBEAOMIICHHUS O NMpeKpalleHuu
NeMCTBUS aTTecTaTa COOTBETCTBUS, €CIM JEHCTBHE aTTecTara COOTBETCTBUSI paHee He ObLIO
MIPUOCTAHOBIIECHO.

7.21. B cnyudae yrpaThl arrectata cooTBeTcTBUs OV BmpaBe oOpaTHThCS B OpraH IO
aTTecTalluu C 3asgBJICHHEM O BblJaue AyOiMKaTa arrectaTa cOOTBETCTBHs. JlyOnukar arrectara
COOTBETCTBUS BBIJIAETCSI OPTaHOM I10 aTTECTAallMH C MOMETKOM «JlyOonmukar, opuruHai arrecrara
COOTBETCTBUS NPU3HACTCA HEJICHCTBYIOILIIM.

8. OBECIIEYEHME 3AIIUTHI THOOPMAIIMA B XOJIE DOKCIIVIYATAIIUU
ATTECTOBAHHOW NTH®OPMAIIMOHHON CUCTEMBI

8.1. OOGecrnieuenue 3ammThl MHGOPMAIMK B XOJE JKCIUTyaTanuu arrectroBanHou MC
ocymectBisiercss OY B COOTBETCTBHM C SKCIUTyaTallMOHHOW JokyMeHTanued Ha C3U wu
OpraHU3aI[MOHHO-PACTIOPSAIUTENFHBIMHA IOKYMEHTAMU T0 3alluTe UHPOPMAIMK U B TOM YHUCIE
BKJIIOYAET:

— IUTAaHWPOBAHME M KOHTPOJIb MEPONPHATHIi 110 3amuTe nHpopmanuu B C;

— IUIAaHWPOBAaHHME MEPONPHATUI MO TPOBEACHUIO BHYTPEHHHX MPOBEPOK pPEXHUMa
o0paboTku u 3ammTsl [1/]H B BeroMcTBe;

— a”anu3 yrpo3 6e3onacHoctu uHpopmanuu B 1C;

— ympasnenue (aamuHuctpuponanue) C3U;

— BBISBJICHUE MHIUACHTOB M PearnpoBaHKe HA HUX;

— ympasnenue koH¢purypamueir UC u ee C3U;

— uHpopmHpoBaHue 1 00ydyeHue nepconaia UC;

— KOHTpPOJIb 32 00ecleyeHueM YpOBHS 3alllMIIEHHOCTH MH(OpMAIUH, coJiepxKalieiics B
ncC.

8.2. B xoz1e miianupoBaHus MeponpuaTuii no 3amure napopmanuu B C ocymectTBiseTcs:

— OIpe/eieHue JIUI, OTBETCTBEHHBIX 3a IJIAHWPOBAHME M KOHTPOJIb MEPOIPHUITUH IO
3amure nHGpopmanuu B UC;

— OIIpe/ieNIeHue JINLI, OTBETCTBEHHBIX 32 BBISIBJICHUE UHIIM/ICHTOB U pearnpoBaHue Ha HUX;

— pa3paboTKa, YTBEpXKICHHWE M aKTyaJu3alus IUIaHa MEpOINpUATUH M0 3aliuTe
uHpopmanuu B UC;



— OTIpe/eNieHne MOPsIKa KOHTPOJIS BHIIOJTHEHUS MEPOTIPUATHIA 10 3alIiTe HHPOPMALUU
B MC, nmpenycMOTpEHHBIX YTBEPAKACHHBIM ILJIAHOM.

[TnanupoBanue mMeponpuatuil mo 3ammure uHGopmaruu B UC U KOHTPOJIb BHIIOJIHEHUS
MEPOIIPUATHI  JOJKHBI  OCYILECTBISATHCS B COOTBETCTBUHM C MOPSAKOM IUIAHUPOBAHHUS
MeponpusaTHii o 3ammure nHpopmanuu B UC OY 1 KOHTPOJIS UX BBHITIOTHEHHUS, Pa3padOTaHHBIM
B pamkax BHenpenus C3U UC.

8.3. B xoz1e miaHMpoBaHuUsl MEPOTIPUATHI IO IPOBEACHUIO BHYTPEHHUX IIPOBEPOK PEKUMA
o0pabotku u 3amuTel [1/n B OY ocymecTBusieTcs:

— OIpENEJICHUE JIMI. OTBETCTBEHHBIX 3a OCYIIECTBJIEHUE BHYTPEHHETO KOHTPOJIS
cootBercTBUs 00padoTku [1/IH B OY TpeboBanusamM, ycraHoBieHHbIM DenepanbHbIM 3aK0HOM «O
MEPCOHANBHBIX JAHHBIX» W MNPUHATBIMH B COOTBETCTBUUM C HUM HOPMATHUBHBIMHM IPABOBBIMHU
aKTaMu;

— YTBEpXKIECHHME TMPaBUJ OCYIIECTBIEHUS BHYTPEHHETO KOHTPOJII COOTBETCTBHUS
o6pabotku I1[In TpebGoBaHusiM, ycTaHOBIEHHBIM DenepanbHbIM 3aKOHOM «O TMEepCOHATBHBIX
JAHHBIX» U IPUHATHIMU B COOTBETCTBUU C HUIM HOPMAaTUBHBIMH IIPAaBOBBIMU aKTaMU;

— YTBEpXICHME Ha IJIAaHUpYyeMbIH nepuoj (rox) mpuxazoMm pykosomutens OV miana
MIPOBEJICHUS] BHYTPEHHHUX MPOBEPOK pexkrma 00padboTku u 3amwuthl [1J[H B OVY.

8.4. B xone ananu3a yrpo3 6e3onacHoct nHpopmanuu B MC ocymecTBasiercs:

— BBISABJICHUE, aHAJIN3 U YCTpaHeHue ysa3Bumocren 1C;

— aHajMu3 u3MeHeHus yrpo3 6esomnacuoct nupopmanuu B UC;

— OIIEHKa BO3MOYKHBIX MOCJEJICTBUN peanusaiuu yrpo3 0e30macHOCTH MH(opManuu B
ncC.

[leproan4HOCTD MPOBEAEHUS YKa3aHHBIX MEPOIPUATUI HA IUITAHUPYEMBIH mepuoa (ron)
OIpeNeNAeTCs €KEroAHbIM IUIAHOM MEPOIPUATHH 1O 3aluTe HHPOPMALIUK.

8.5. B xone ynpaBnenus (agmunuctpupoBanusi) C3U ocymmecTBisitoTes:

- OTIpEJICIICHHE JIMIT, OTBETCTBEHHBIX 3a ynpasieHue (aanmuaucTpupoanue) C3U UC;

— YyIpaBlieHHE Y4ETHBIMM 3anucsaMu nosib3oBaresed IC u noanep)xaHue B akTyalbHOM
COCTOSIHUM MPaBUT pasrpaHuyeHus nocryna B 1C;

— yIpaBlieHHE CpeICTBAMHU 3aluThl nHpopmanuu B 1C;

— yIpaBsiieHHe OOHOBJIEHUSMHU HPOTPAMMHBIX M IPOTPAMMHO-AIIAPAaTHBIX CPEJICTB, B
TOM YHCJIE CPEJICTB 3aIlUThl HH(POpMaIUH, ¢ yueToM ocobeHHocTell GpyHkuronuposanus UC;

— neHTpanuzoBaHHoe ynpasienne C3U1 NUC (mpu HE0OX0AMMOCTH);

— MOHHUTOPHHT U aHAJM3 3apEerMCTPUPOBAHHBIX cOObITHH B VIC, CBA3aHHBIX C 3allUTOMN
nHpopMmanuu (ganee — coObITUS OE30MaCHOCTH);

— obOecneuenne ¢ynkunonuposanuss C3UM HMC B xozme ee 3KCIUlyaTallud, BKIJIIOYas
BEJICHHE  JKCIUIyaTallMOHHOW  JOKYMEHTallMM M  OPraHM3allMOHHO-PACIOPSIUTEIbHBIX
JOKYMEHTOB I10 3aIlUTe HH(YOPMALHH.

8.6. B xo/z1e BBIsBIICHNS NHIUACHTOB U PEaripoOBaHMs HA HUX OCYIIECTBIISIOTCS:

— oOHapyXeHHe U UISHTU(UKAIUS HHIUACHTOB, B TOM YHCJe OTKAa30B B 00CTYKMBaHUH,
cOoeB (mepe3arpy3ok) B paboTe TEXHHUECKUX CPEICTB, IPOrPaMMHOI0 00ecreueH st U CpeICTB
3alIUThl HHQOPMAIMH, HApYLIEHUH MTPaBUT pa3rpaHUUEHUs JOCTYIa, HEMPAaBOMEPHBIX JeHCTBUI
1o c6opy uH(popMaIuK, BHEAPECHUI BPEJOHOCHBIX KOMITBIOTEPHBIX IPOrPaMM (BUPYCOB) U MHBIX
COOBITUH, TPUBOAALIMX K BOSHUKHOBEHHIO HHIU/IEHTOB;

— cBoeBpeMeHHoe uH(popmHpoBaHue mnons3oBareasiMu UC u agmunmucrparopamu MC
JIUL, OTBETCTBEHHBIX 3a BBISBICHUE WHIMICHTOB M pEarMpoBaHHE HAa HUX, O BOZHUKHOBEHUU
uHIuaeHToB B C;

— aHaJW3 MHLUUJECHTOB, B TOM YHUCJIE ONIPEIEICHUE UICTOYHUKOB U IPUYNH BOSHUKHOBEHHUS
MHIUJECHTOB, a TAK)KE OLIEHKA UX TOCIIEACTBUH;



— IUJJAaHUPOBAHUE U IPUHATUE MEp [0 YCTPAaHEHMIO MHILUJEHTOB, B TOM 4YHCIIE IO
BoccraHoBneHnio VIC U ee CerMeHTOB B Cllydae OTKa3a B OOCIY)KMBAaHWU WJIH Tociie cOOoeB,
YCTPaHEHMIO TIOCIEACTBUM HapyIIEHUs MpaBU pa3rpaHUYEHMs] JIOCTYNA, HENPaBOMEPHBIX
nevictBuil 1o cOopy uHGpOpPMAMK, BHEAPEHUS BPEIOHOCHBIX KOMIIBIOTEPHBIX MPOTpPaMM
(BUpPYCOB) U UHBIX COOBITUH, IPUBOAALIMX K BOSHUKHOBEHHUIO UHIIUJICHTOB;

— IUJIAaHUPOBAHUE U IMPUHATHE MEp IO MPEAOTBPALICHUIO MOBTOPHOIO BO3HUKHOBEHUS
MHLUJICHTOB.

8.7. B xone ynpasnenus kondurypamueit UC u ee C3U ocymecTBisitores:

— OIpEleNICHUE JHUIL, KOTOPHIM pa3pelieHbl JEHCTBUS IO BHECEHHIO H3MEHEHHH B
koH(purypamuro IC u ee C3U. ux nosrHomMo4us;

— omnpenenenne komnoHeHToB MC m ee C3U, moanexamux H3MEHEHHIO B paMKax
yrnpasieHus KoHpurypauueid (uaeHTHdukanus OOBEKTOB YyIpaBieHUS KOHQUrypauuen):
MIpOrpaMMHO-aNapaTHbIe, IPOrpaMMHBIE CPEACTBa, BKJIIOYasl CPEACTBA 3alIUThl UH(pOpMaLnu,
UX HAaCTPOMKHU M MPOrpaMMHBIM KOJ. 3KCITyaTalluOHHAas JOKYMEHTalus, UHTepQeiicsl, (ailabl u
MHbIE KOMIIOHEHTBHI, MOAJIeKalie U3MEHEHUIO U KOHTPOJIIO;

— ynpaBinenue uzMeHeHussimu NMC u ee C3U: pa3paboTka mapaMeTpoB HACTPOUKH,
ofecneunBarOMMX 3alUIUTy HHPOPMaIMY, aHaJIU3 MOTEHIIMAIBLHOTO BO3JAEHCTBUS MIAHUPYEMbIX
M3MEHEHMH Ha 3aluTy HHQOpMaIuK, CaHKIIMOHUpoBaHue BHeceHus usmeHenuit B UC u ee C3U,
JTOKYMEHTHUPOBaHUE JeHWCTBHI 1Mo BHeceHWI0 u3MeHeHHH B MC m coxpaHeHune maHHBIX 00
n3MeHeHusx Konpurypauu UC;

— KOHTpOJb AelcTBul o BHeceHuto n3menenuil B UC u ee C3U1U

8.8. B xone nndopmupoBanus u o0yuenus nepconana MC ocymecTBisieTcs:

— uHpopmupoBanue nepconana MC o MOsABIEHUH aKTyaldbHBIX yrpo3 0e30MacHOCTH
nH(popMaluu, o mpaBmiIax 6e3omnacHoi skcruryararuu UC;

— noBenenue 1o nepcoHasia MC TtpebGoBanuid mo 3ammre WHOpMAIMH, a TaKkKe
MOJIOKEHUI OpraHU3allMOHHO-PACIOPSAUTENbHBIX JOKYMEHTOB [0 3alluTe HHPOpMAIUH C
Y4eTOM BHECEHHBIX B HUX U3MEHEHMUIA;

— oOyuenue nepcoHana MC mpaBuiiaM 3KCIUTyaTallud OTIEIbHBIX CPEJICTB 3allUThI
nHpopMmaluu;

— MpOBeJIEHUE TMPAKTUYECKUX 3aHATHH U TpeHupoBok ¢ mnepcoHaiom HWC 1o
OJIOKMPOBAHUIO YTPO3 6€30MacCHOCTH UH(OPMALIMU U pearpoBaHUIO HA MHLIUJCHTHI;

— KOHTpOJb ocBegoMieHHocTH nepconana MC 06 yrposax 6e3omnacHOCTH HHPOPMAIH U
ypoBHs 3HaHui nepconana MC mo Bompocam oOecrieueHus 3auTbl HHGOpMAIUH.

[leprogu4HOCTH MPOBEACHUS YKA3aHHBIX MEPOINPHUATHI Ha TUIAHUPYEMbIH mepuo (rof)
OTIpeIeIIIeTCS €KETOAHBIM IJITAHOM MEPOIPHUATHIA MO 3aIIuTe HHPOPMAITIH.

8.9. B xome koHTpons 3a oOecleuyeHHMEM YpPOBHS 3alUIIEHHOCTH WH(pOpMaIuH,
conepsxauieiics B IC, ocymiecTBisroTCA:

— KOHTpONb (aHanu3) 3allUIIEHHOCTH HWHPOpMAIMKM C y4eToM ocoOeHHocTel
¢dbyuakuronuposanus UC;

— aHanu3 u oreHka pynkruonuposanus MC u ee C3U, BriIrovas aHalu3 U YCTpaHEHUE
ySI3BUMOCTEHN M MHBIX HEJAOCTaTKOB B pyHKIIMoHUpoBanuu C3U UC;

— JOKYMEHTHUPOBAaHHE TPOIEAYp M Pe3yJbTaTOB KOHTPOISA 3a OOECIeYeHHEM YpPOBHS
3alUIIeHHOCTH nH(opmarm, conepxamieics B C;

— MPUHATHE pEIIeHUs 1O pe3ylbTaTaM KOHTPOJIA 3a OOECIeueHUEM YpPOBHSA
3amuIeHHocTH  uHpopManuu, coaepxkamieiica B HMC, o Heobxomumoctu A0pabOTKU
(Mmonepuu3anun) ee C3U.



MepornpusTHs 10 KOHTPOJTIO 32 00eCreYeHneM YPOBHSI 3alIUIIICHHOCTH WH(POpMAaIlUU Ha
arTectoBanHOU VIC BKITIOYAIOTCS B €KETOTHBIN TUIAH MEPOTIPHUSITHI IO 3aIUTe HHPOPMAITIH.

KonTposs 3a obecnieueHreM ypoBHS 3aIIUIIEHHOCTH HH(popMaliu Ha aTTectoBanHoi MC
npoBoautcst OY caMOCTOSTENBHO WJIM C MPUBJICYCHUEM OPraHU3alliy, UMEIOLIEH JIMIICH3UIO Ha
OCYILIECTBIICHUE JEATCIHHOCTH IO TEXHHYECKOW 3amuTe KOH(HIESHIMAIBHON WHMOpMAINY,
BeiaHHyI0 @CTOK Poccuu B cootBercTBHM ¢ [losi0keHHEM O JTUIICH3UPOBAHUU ACSITEIBHOCTH
M0 TEXHUYECKOW 3amuTe KOHQUACHIHATLHOW HH(DOPMAIIMH, YTBEPKICHHBIM ITOCTAaHOBIICHUEM
[TpaButenbcrBa Poccuiickoit @eneparuu ot 3 deBpans 2012 r. Ne 79.

[To pesynbTaTam KOHTpPOJS 3a 0OECHEYCHUEM YPOBHS 3alUMIIEHHOCTH MH(OpMaInuu Ha
arrectoBanHoi C oopmitsieTcst MpOTOKOJ M BHOCUTCS OTMETKa B TexHU4Yeckuii nmacrnopt Ha MC.
[TpoTOKOJIBI KOHTPOJIS 3aUTHl UH()OPMAIIUU HA aTTECTOBAHHOM OO0BEKTe MHPOpMATU3AIlUU HE
pexe oJiHOro pasa B aBa roga npeactasistorces OY Bo ®CTIK Poccuu (TepputopuanibHblil opran
OCTIK Poccun).

Henpencrasnenue mpoTtokosioB kKoHTpoJis 3ammuThl uHPopMmanmu Bo OCTIK Poccum
(tepputopuanbubiii opran @CTOK Poccum) siBnsercs OCHOBaHHWEM i TPHOCTAHOBJICHUS
nelficTBUs arrecrara coorsercTsust Ha MC.

8.10. B cityaae pazButust (moaepuuzanmu) MC, B X0/1€ KOTOPOTO U3MEHEeHa KOHPUTYypaIus
(mapamMeTpbl HACTPOMKHM) MPOTPAMMHBIX, MPOTPAMMHO-TEXHUYECKUX CPEJICTB U CPEJCTB 3aIIUTHI
nH(pOpMaIIUK, HWCKIIOYECHBI MPOTPaMMHBIC, MPOTPAMMHO-TEXHHUYECKHUE CPEICTBA M CPENICTBA
3amuThl HHOOPMAIUH, MTOTIOJHUTEIFHO BKIIOUEHBI aHAJIOTHYHBIC CPEJICTBA WIIM 3aMEHEHBI Ha
aQHAJIOTUYHBIC CPEJICTBA, MPOBOATCS IOTIOJHUTEIBHBIE aTTECTAIIMOHHBIE UCTIBITAHUS OPTaHOM I10
aTTectaluu B cooTBeTcTBUU C [lopsiakom opraHuzanuu U IpoBeNeHHs padOT MO aTTecTaluu
00beKkTOB MH(pOpMATH3aMK HA COOTBETCTBHE TPEOOBAaHWUAM O 3amuTe UWHOOpMaIu
OTPAaHUYEHHOTO JOCTYIA, HE COCTABISAIONIEH TOCYTapCTBEHHYIO TalHY, YTBEPKICHHBIM IPUKA30M
OCTIK Poccum ot 29 ampens 2021 r. Ne77. Cenenust 06 m3meHneHnusx arrecroBannoit UC u
MPOBEACHHBIX IPU 3TOM aTTECTAUMOHHBIX HCIBITAaHUAX BKIO4YaroTcs OY B TEeXHUYECKUU
nacnoprt. [lelicTBue arrecraTta COOTBETCTBHS HE MTPEKPAIAETCS.

8.11 B cnyuae pazButus (monepHuzanuu) MC, mpuBOASIIEro K MOBBIIICHUIO Kiacca
3alUIICHHOCTH (YPOBHS 3allMIIEHHOCTH, Kareropuu 3HaunMocTH) MC u (wim) K M3MEHEHUIO
apxutektypel C31 MC B 4YactTM HM3MEHEHHUs] BHJOB M THUIIOB MHPOrpaMMHBIX, MPOrpaMMHO-
TEXHUUYECKUX CPEJICTB U CPEACTB 3alIUThl HH(OpMaIu, u3MeHeHus ctpykTypsl C3U, cocraBa u
MECT pacrnojoxeHusi oObekTa HH(OpPMALMM M €ro KOMIOHEHTOB, MPOBOJUTCS IOBTOpPHAs
aTTecranus B cooTBeTcTBHU ¢ [lopsiakoM opraHu3alu M MpOBEACHUS pabOT MO aTTecTaluu
00BbekTOB MHGOpMATU3allMM HA COOTBETCTBUE TpPEOOBaHMSIM O 3aluTe HHPOPMAIUU
OTPAaHUYEHHOTO JOCTYIa, HE COCTABIISIOIIEH TOCYJTapCTBEHHYIO TalHY, YTBEPKICHHBIM IPUKA30M
OCTOIK Poccun ot 29 anpens 2021 r. Ne 77.

9. OBECIIEYEHME 3AIIUTBI THOOPMAIIMHA ITPU BBIBO/JE U3
SKCILTYATAIIAU ATTECTOBAHHON HH®OPMAIIMOHHON CUCTEMBI WJIH
IHOCJIE IPUHATHUA PEHIEHUA Ob OKOHYAHUU OBPABOTKU HH®OPMALIUN

9.1. Obecneuenue 3amuThl HHGOPMAIIUKM IPU BBIBOJIE M3 KCIUTyaTallMM, aTTeCTOBAHHON
W C wnu nocne NpuHATHS pelieHns 00 OKOHYaHuU 00paboTKu nHpopManuu ocymectsisercs OY
B COOTBETCTBMM C DJKCIUIyaTallMOHHOW nokymeHTanued Ha C3W u oOpraHum3annoHHO-
pacropsIUTeIbHBIMI JOKYMEHTAMU 110 3allluTe HH(GOPMAIMK U B TOM YHCJIE€ BKJIIOYAET:

— apxuBHpoBaHME MHPOpMaLuH, coaepxaieiics B UC;

— YHUYTOXXEHHE (CTHpaHHE) JaHHBIX M OCTATOYHOM HH(pOpMAIMM C MAIIMHHBIX
HocuTenel HHPOpMaIK U (UIH) YHUUTOKEHHE MAIIMHHBIX HOCUTENEeH HHPOPMALIUH.



9.2. ApxuupoBanue uapopmanmu, coaepxamieiics B C, 10KHO OCYIIECTBISTLCS MIPU
HE00X0IMMOCTH JAIbHEHIIIET0 UCTIONIb30BaHus HH(popMaIuy B AearenbHocTd OVY.

9.3. YuuuroxeHue (CTUpaHHE) JAHHBIX W OCTATOYHON HH(POPMAIMM C MAIIMHHBIX
HOocHTeNneld MHPOPMALIMU TPOU3BOIUTCS MPH HEOOXOJAMMOCTH NEpeAayd MAITUHHOTO HOCUTENS
uHbopManuu Apyromy mnosb3oBaTento MC wnm B CTOPOHHHE OpraHM3alud JUIsl PEMOHTA,
TEXHUYECKOTO OOCITY)KMBAaHUS WM AaJbHEWUIIero yHHUTOKeHus. [Ipu BbIBOJE M3 IKCILTyaTalluu
MAaIIMHHBIX HOCUTENeH HWH(GOpMAIMK, Ha KOTOPBIX OCYIIECTBIBUINCH XpaHEHHWE W 00paboTka
nHPOpMAIINY, OCYIIECTBISETCS (U3UUIECKOE YHUYTOKEHHE OJTUX MAIIUHHBIX HOCHTENEH
uHpOpMannu.



